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https://wiki.nps.edu/display/IT/Video+Teleconferencing 
nical support staff.   
     The studio is High Definition 
(HD) enabled as it is furnished 
with HD cameras and Dual Flat 
Screen Displays, also of HD 
quality.  Additionally, the studio 
is equipped with a High Resolu-
tion Document Camera while 
the brand new HD Chromakey 
install (green screen technolo-
gy) is scheduled for later in the 
year. 
     The room accommodates 
one instructor and seating for 
three additional guests.   
     Feel free to contact our  VTE 
staff to schedule a VTC studio 
or classroom (depending on the 
Distance Learning commit-
ment), as they may be available 
for use on an ad-hoc basis.    
Video Teleconferencing Bene-
Root Hall 123C  
VTC Suite 






  The services for NPS’ Dis-
tance Learning Program were 
recently enhanced with the 
construction and subsequent 
launch of a new Video Tele-
conference (VTC) Instruction-
al Studio, just in time for our 
current academic quarter! In 
addition to numerous tech-
nical enrichments is the dis-
tinct advantage of the studi-
os proximity:  Root Hall 
123C— directly below the 
majority of our Video Tele- 
Education (VTE) classrooms, 
and our talented VTC tech-
Video Teleconferencing Benefits 
fits: 
 Two-way communication 
between instructor and 
students for lectures, Q & 
A, and collaboration  
 Increased productivity 
among remote team 
members 
 Ease-of-use 
 Interview potential em-
ployees 
 Improve communication 
relationship reinforce-
ment 
 Reduce travel costs 




or vtc@nps.edu  or 831-656-
2315 
Guidance for Setting Your Password 
     Passwords provide the first line of defense against unauthorized access to your computer. 
The stronger your password, the more protected your computer will be from hackers and mali-
cious software. You should make sure you have strong passwords for all accounts on your com-
puter.   
     At NPS passwords need to be a minimum of 15 characters and must contain the following: 
 2 – Lowercase letters (a, b, c . . .) 
 2 – Uppercase letters (A, B, C . . .) 
 2 – Numbers (1, 2, 3 . . .) 
 2 – Special Character (#, *, & . . .) 
 Passwords shall not:  
 •  be a single word in any language 
 •  contain the user name in any way 
     Password history shall be set to a minimum of 24 (meaning, you may not repeat a password 
until you have used 23 different passwords in between). You will be prompted to change your 
password every 90 days. 
     You may use the NPS Self-Service Password Management (https://npspassword.nps.edu/) 
tool to unlock your account, or call the NPS TAC (Help Desk) at ext. 1046.  Unsuccessful logon 
attempt counter shall be set to three (3), after the third unsuccessful logon attempt, the ac-
count is locked out.   






structor and students 
for lectures,  
 Q & A, and collabora-
tion  
 Increased productivi-
ty among remote 
team members 
 Ease-of-use 





 Reduce travel costs 
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     The Information Technology Task Force 
(ITTF) provides an open forum for the re-
view of NPS’ Information Technology stra-
tegic decision-making.  The ITTF provides 
guidance and input to the Chief Infor-
mation Officer (CIO) and Director of ITACS 
in the development and annual update of 
the NPS ITACS strategic plan.   
     ITTF meets on a monthly basis.  A 
meeting was held 30 Oct 2014 and the 
main topics discussed were  Cybersecurity 
Update, 802.1x Deployment, a Brocade 
Visit, and Educause Highlights. The follow-
ing is a summary of the topics: 
     Cybersecurity Update – ITACS has the 
responsibility to manage the risk to the 
EDU.  There are a number of systems that 
are publicly facing which put us at risk if 
ever compromised.  Please visit the Infor-
mation Technology Task Force Wiki for a 
link to the Public Facing Information 
Systems Connected to the NPS Network  
Standing Order. 
     802.1x Deployment—802.1x  (IEEE 
standard for user based network ac-
cess) will be replacing the MAC Authen-
tication (device based network access) 
which is currently used to access the 
wired network and is no longer satis-
factory due to change in standards.  For 
more information on the benefits of 
this migration and what is required to 
migrate, please visit the Information 
Technology Task Force Wiki. 
     Brocade Visit— Brocade invited 
ITACS for an executive briefing to dis-
cuss technology.  During this briefing a 
comment was made, “Mobile compu-
ting is happening and we need to pro-
tect ourselves from it.  How do we do 
that?”  Brocade is a company that we 
have been doing business with for 
twelve years and have very similar phi-
losophies  - to enable the mission and 
protect the network. A lot was learned 
about current technology as well as the 
future of IT and  software defined net-
works.   
      EDUCAUSE Conference—There are 
880 Universities world wide who take 
part in with three to four thousand par-
ticipants attending the annual confer-
ence.  The Top 5 presentations and/or 
vendor themes  were: 
1) Security—developing security poli-
cies for mobile devices, digital re-
sources and moving into the cloud 
2) The Cloud (talk of the conference, 
predominately Cloud security) 
3) Big Data—Data Analytics 
4) Networking—100 GIGs is here; 250 
GIGs being tested right now 
5) Visualization—Panasonic releasing 
new technology 
      
      All meeting agendas, comments/
ideas, links and presentations are post-
ed on the Information Technology Task 
Force Wiki page: 
https://wiki.nps.edu/x/qYCWEQ (case 
sensitive) 
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Cybersecurity ~ Securing Public Facing Information Systems! 
     We experience 7,000 to 12,000 potentially mali-
cious scans of our network DAILY!! Bad actors from 
around the world are trying to access these sys-
tems to either use them for sending spam, as mem-
bers of a Distributed Denial of Service attack, or to 
join a botnet. These public facing systems require 
additional protections in order to properly manage 
the risk assumed by NPS. 
     Staff and faculty that manage systems that are 
public facing to the Internet are assuming a respon-
sibility to properly secure those systems from mali-
cious threats. ITACS' Cybersecurity (CS) team has 
developed a new standing order that all systems in 
this category must follow. Among other things, this 
includes having accounts on these systems that 
allow for the CS team to complete vulnerability 
scans and to pull application and system logs inter-
nally when we need to analyze potentially mali-
cious activity and determine the impact. Systems 
that do not follow these minimum requirements 
will be blocked from external access until they com-
ply. In the coming weeks, ITACS will be reaching out 
to these system administrators to properly config-
ure these accounts and capabilities. 
 
For more information, please see:  
https://wiki.nps.edu/x/ZgCqGQ 
To review your 
annual training 
requirements, 
please visit NPS’ 










IT Task Force ~ Piecing Together Your IT Needs 
          
    Social Networking sites and applications are an increasingly entwined part of our everyday lives. We use them to communicate with 
friends and family all over the globe, to chat with friends down the hall to decide where to eat, to network , and to connect with others 
with similar interests. 
     However, much like any other part of the internet, social networks can be fraught with serious security risks, both for your person, and 
your data. The recommendations below are Do’s and Don’ts to follow. 
DO 
      Only establish and maintain connections with people you know and trust.  Review your connections often. 
Assume that ANYONE can see any information about your activities, personal likes, or professional life that you post and share. 
Ensure that your family takes similar precautions with their accounts, as their privacy and sharing settings can expose your personal data. 
DON’T      
     Avoid posting or tagging images of you or your family that clearly show your face.  Select pictures taken at a distance, at an angle, or 
otherwise concealed.  Never post Smartphone photos and don’t use your face as a profile photo, instead, use cartoons or avatars. 
Use secure browser settings when possible and monitor your browsing history to ensure that you recognize all access points. 
Do not login to or link third-party sites (e.g. Twitter, Bing) using your Facebook account.  “Facebook Connect” shares your information, 
and your friends’ information, with third party sites that may aggregate and misuse personal information.  Also, use as few applications 
as possible. Applications such as Farmville access and share your personal data.   
Below are useful Links on keeping you and your family in the know about online safety. 
 A Parent’s Guide to Internet Safety: www.fbi.gov/stats-services/publications/parent-guide    
 Wired Kids: www.wiredkids.org/    
 Microsoft Safety & Security: www.microsoft.com/security/online-privacy/social-networking.aspx 
 OnGuard Online:  www.onguardonline.gov/topics/social-networking-sites.aspx    
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Technology Assistance Center (TAC) 
  I T A C S  T E C H  N E W S  
https://wiki.nps.edu/display/IT/Home 
Some of the products and services provided by ITACS can be viewed and are available via the Wiki (https://wiki.nps.edu/display/IT/Home): 
 
 NPS Accounts and Passwords ~ password management and permissions  
 Software & Business Applications ~ software download (NPS Login Required), web-based applications, Kuali Financial System 
 Labs and Classrooms ~ Reserving a classroom or lab 
 Specialized Computing ~ High Performance Computing (HPC) and Classified Computing, classified network  
 Telephone & Mobile Devices ~ Telecommunications Office (TCO), telephone tips, personal device set-up 
 Web & Data Services ~ Web development, design services, application development, database administration  
October Stats: 
FY15 =  3,138  vs.  FY14 =  4,766   -34% 
   TAC (aka IT Help Desk) assists NPS’ students, faculty and staff with their IT needs.   We are located in Ingersoll Hall (Bldg. 
330) Room 151.  Our normal hours of operation are Mon—Thurs 0800—1600 Fri 0800-1315 and 1445-1600.  We can be 
reached by calling (831-656-1046),   e-mailing (tac@nps.edu), or walk-in.  Our Wiki page (wiki.nps.edu/TAC) has instructions 
and links that can be very helpful in assisting with your needs.   Below are the statistical comparisons for TAC customer assis-
tance numbers in FY14 vs FY13: 
Customer Assistance Type—TAC: 
 Phone: calls made to the TAC 
 Email:  emails sent to the TAC for assistance 
 Tech: technician dispatched to user office 
 Walk-in: customer assistance in the TAC 
ITACS Services 
Oct-14 
Social Network Do’s and Don’ts  
 Veterans 
Day 
IT Scheduled Maintenance 
 Who:  NPS faculty, staff, and students utilizing the network. 
 What: ITACS coordinates with representatives from the academic, administrative, and technical areas to plan and 
schedule maintenance events that affect services, which may cause  services to be unavailable for up to 5 hours.  
 When: Every Tuesday from 1730-2130.  
 Where: Visit the NPS Intranet Home page for the latest IT maintenance announcements. 
 Unplanned Emergency: Maintenance or special circumstances (power outages or hardware failures, for example) that 
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*1730 - 2130 Maintenance on System Wide  
Network & Email 
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